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Apache Schulungszentrale: https://bullnix.post.ch/foswiki/bin/view/BasicServices/ApacheSchulungen
Quellen: -

CAPCORE (aka Comprehensive APache COnfig Report)

Was machen wir?
Wir besprechen in dieser Lektion die verschiedenen Bestandteile von Capcore und lernen die Anwendung kennen.
Warum tun wir das?
Capcore ist eine Gruppe von Tools, welche Apache Konfigurationen und laufende Installationen auf Ihre Konformität im Hinblick auf die Vorgaben überprüft und die Resultate darstellt. Es ist also im Kern ein Auditing-Hilfsmittel, dessen Reports dabei helfen, sich einen Überblick zu verschaffen.
Capcore läuft automatisch beim Deployment, aber auch zu Reporting-Zwecken in der Nacht. Bei der Entwicklung einer Konfiguration ist es hilfreich, die einzelnen Bestandteile von Capcore auch manuell aufrufen zu können.
Voraussetzungen

Diese Lektion funktioniert nur innerhalb der Post und nur mit Zugriff auf die Reverse Proxy Server. Die verschiedenen Capcore Bestandteile sind Teil der Apache Tools und via /opt/apache-tools/bin verfügbar.






Kapitel 1: Capcore – The Big Picture

(nächste Seite)
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Kapitel 2: Die Skripte eines nach dem anderen

Die Dokumentation ist https://bullnix.post.ch/foswiki/bin/view/BasicServices/ApacheCapcoreExplained entnommen. Deshalb ist die Beschreibung in Englisch gehalten.

Capcore Schritt 1: Fetch Apache Configs and Serviceabname Files 

The user capcore on the admin server hnix1a loops over the hostlist of all hosts with the Post IT apache package to identify all apache instances. It fetches all apache instances and puts them on hnix1a:/opt/apache-tools/var/apache-configs. This process relies on the script fetch-apache-confs-agent.sh which is copied to the destination machine and executed there. The script relies on new logfiles written to /logs/weblogs/apache/. It does not matter if the logfiles are empty. As long as their modification date is new, the service will be considered active. If the script finds such logfiles, it looks for a corresponding apache-configuration file. 

This is triggered by cron (user capcore) via the script fetch-apache-confs.sh. 

Note that logrotate renews the logfiles every night. The logfile will be considered new afterwards. If you want to stop this, you have to remove the logrotate config in /opt/logrotate/etc. 

Furthermore, the user capcore on the admin server hnix1a loops over the hostlists of all hosts with the Post IT apache package to identify all apache instances. It fetches all serviceabnahme files on these machines and puts them on hnix1a:/opt/apache-tools/var/serviceabnahmen. This process relies on the script fetch-pspp-serviceabnahmen.sh on the host hnix1a. 

This is triggered by cron (user capcore) via the script fetch-pspp-serviceabnahmen.sh. 

[bookmark: Step_2:_Run_Capcore_to_get_big_score_fil]Capcore Schritt 2: Run Capcore to get big score file 

Depending on the apache config files collected in step 1, the user capcore on the admin server hnix1a pushes the latest version of the capcore test modules to every server hosting an apache instance and runs the capcore script on the server. it collects the results and puts them into a csv file on hnix1a:/opt/apache-tools/var/cis-score. 

This is triggered by cron (user capcore) via the script run-capcore-hostlist.sh. 

The big score file emptied every day. So if you remove a service, the next day it should disappear from all reports. 

[bookmark: Step_3:_Generate_Service_Access_Profiles]Capcore Schritt 3: Generate Service Access Profiles

Depending on the apache config files collected in step 1, the user capcore on the admin server hnix1a fetches access logfiles and uses the data to generate a sample service access profile for every service (multiple instances combined into one service access profile). The profiles are stored on hnix1a:/opt/apache-tools/var/service-access-profiles after this step.

This is triggered by cron (user capcore) via the script run-service-accessprofile.sh. 
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[bookmark: Step_4:_Sync]Capcore Schritt 4: Sync 

The data and reports collected in the steps 1 to 3 and the Service-Abnahme files, all stored on the admin server hnix1a, are synced to the bullnix documentation server v04asu. This includes thus: 
· Apache configs (destination: v04asu:/opt/apache-tools/var/apache-config-files/) 
· Service Abnahme files (destination: v04asu:/opt/apache-tools/var/serviceabnahmen/) 
· Big Capcore score file (destination: v04asu:/opt/apache-tools/var/cis-score) 
· Service Access Profiles (destination: v04asu:/data/webhome/bullnix.post.ch/pages/service-access-profiles/) 
· Sqlite DB with historical Capcore score results (destination: hnix1a:/data/projects/apache-tools/var/cis-score.sqlite3) 
This is triggered by cron (user capcore) via rsync, respectively the script cis-score-to-sqlite3.rb. 

See https://bullnix.post.ch/foswiki/bin/view/BasicServices/ApacheCapCoreDB for more information about the DB with the historical Capcore score results. 

[bookmark: Step_5:_Create_proxy_service_URLs_list]Capcore Schritt 5: Create proxy service URLs list 

Independently from all other subsequent tasks, this step creates a csv-formatted list with all proxy service URLs. For this, it uses the collected Apache config files. The list is e.g. being used by uCMDB for service decomposition.
 
The csv list is accessible via v04asu:/opt/apache-tools/var/proxy-service-urls/html/list.csv / https://bullnix.post.ch/proxy-service-urls/html/list.csv 

This is triggered by cron (user root) via the script build-proxy-service-urls-list.sh. 

More information in https://bullnix.post.ch/foswiki/bin/view/BasicServices/ApacheProxyServiceURLsList


[bookmark: Step_6:_Fetch_SSLLabs]Capcore Schritt 6: Fetch SSLLabs 

SSLLabs is an online assessment service that determines SSL usage on webservers. The reports generated are very detailed and the client simulation is so advanced, we are not able to get this information ourselves. As the information is also very important, we are fetching SSLLabs reports for all our services every night. The latest ssllabs report is accessible via the cockpit generated in Step 8. The last seven reports are kept on the bullnix server. They are stored at v04asu:/opt/apache-tools/var/ssllabs-reports/html and accessible via the Cockpit generated in Step 8. 
This is triggered by cron (user capcore) via the script fetch-ssllabs-reports.sh. 

The services to ask SSLLabs about are based on a hardcoded list of rp servers, right into the script. 

[bookmark: Step_7:_Extract_Capcore_scores_and_gener]Capcore Schritt 7: Extract Capcore scores and generate individual reports

The big Capcore score file is used to generate individual capcore reports per service instance. Failed items are looked up on the bullnix documentation of the services and if there is an acceptable reason found in this documentation. If there is an acceptable reason, the item is no longer listed as "failed", but as "accepted". The link from the service instance to the bullnix documentation is done via the Service Abnahme files, where the bullnix documentation is listed. 
The individual reports are accessible via the cockpit generated in Step 8. 
Acceptable only means that an explanation was found and that the explanation does not include "FIXME". 

This is triggered by cron (user root) via the script batch-process-capcore-extract.sh. 

[bookmark: Step_8:_Generate_Capcore_service_instanc]Capcore Schritt 8: Generate Capcore service instance list (cockpit/html-page) 

The big Capcore score file is used to generate a table of all service instances. The table includes a link to the documentation, the config file, individual capcore reports, capcore scores, service abnahme infos, ssllabs score, etc. All this information is taken from the 
· Big Capcore score file 
· Service Abnahme Files 
· Bullnix documentation 
· SSLLabs report 
This is triggered by cron (user root) via the script build-capcore-html-cockpit.rb. 

The cockpit is accessible at https://bullnix.post.ch/capcore/reports. 

[bookmark: Step_9:_Draw_Capcore_matrix_40graphical_]Capcore Schritt 9: Draw Capcore matrix (graphical report / overview) 

The big Capcore score file is used to generate a graphic of all productive services. Per service, one of the productive instances is taken and filled into the matrix. There is one column for every service and one line for every capcore module. All in all, these are over 10'000 individual data points. Additionally a bit of statistics is generated and listed on the matrix file. 
Failed items are looked up on the bullnix documentation of the services and if there is an acceptable reason found in this documentation. If there is an acceptable reason, the item is no longer listed as "failed", but as "accepted". The link from the service instance to the bullnix documentation is done via the Service Abnahme files, where the bullnix documentation is listed. 

Acceptable only means that an explanation was found and that the explanation does not include "FIXME". 

This is triggered by cron (user root) via the script draw-cis-score-matrix-wrapper.sh. 

The matrix is accessible at https://bullnix.post.ch/capcore/capcore-matrix.png (but access is restricted). 
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[bookmark: Step_10:_Generate_Service_Access_Profile]Capcore Schritt 10: Generate Service Access Profiles list (html-page) 

The list of Service Access Profiles synced in step 4 are taken as a base and made available via a html-index page. 

This is triggered by cron (user root) via the script draw-cis-score-matrix-wrapper.sh. 

The Service Access Profiles list is accessible at https://bullnix.post.ch/service-access-profiles/.

Kapitel 2: Individuellen Capcore Report selbst erzeugen

Den vollen Capcore Report eines Services generieren wir über einen Wrapper namens run-capcore.pl. Er vereinfacht den Aufruf etwas, indem er vernünftige Default-Parameter an Capcore übergibt.

$> /opt/apache-tools/bin/run-capcore.pl -h

Script to run the cis scoring tool together with Post IT 
specific test modules locally against a single instance. 
Afterwards, generate a html report.
The Report is called an individual CapCore report.
This is a whitebox security scan.

See http://apache.pnet.ch for more infos.

run-report.pl [OPTIONS] <apache-configfile>

 -i --ignorelist     space seperated list of test modules, 
                     that should be ignored
 -o --output STR     html output file
                     See below for more infos
 -H --host STR       remote host(s), space separated (optional)
 -s --score STR      print score to stated output file 
                     Only available if called locally
 -h --help           this help text
 -?                  dito
 
Additional infos:
It is possible to introduce wildcards in the output filename. 
The following wildcards are supported:
 __HOST__    maps to remote host
 __SERVICE__ maps to service part of standard apache config file name
 __DATE__    maps to date in reverse order (YYMMDD)
 __TIME__    maps to time

Additionally, the file can also contain a remote host 
The following output file pattern is thus possible:
h001qi:tmp/capcore-__HOST__-__SERVICE-__DATE__.html


$> /opt/apache-tools/bin/run-capcore.pl -o /tmp/capcore.html /opt/apache24/conf/httpd.conf_jobs.post.ch
Preparing apache config file (exclude tkt secret if available etc.).
Report written to /tmp/capcore.html

Beim Aufruf von run-capcore.pl kommt es bisweilen zu Perl-Warnungen. In aller Regel können diese aber ignoriert werden und zeugen lediglich von Flüchtigkeiten bei der Arbeit im Engineering.


Kapitel 3: Einzelne Capcore Tests einzeln aufrufen

$> /opt/apache-tools/bin/apache_benchmark/benchmark2.pl -h

#=========[ Help and Usage Information ]======================#

 /opt/apache-tools/bin/apache_benchmark/benchmark2.pl [OPTIONS]

 Options:
 -c --config FILE     Specify the apache configuration file. (required)
 -a --answerfile FILE Specify the answerfile to the questions asked.
                      See below for the format definition.
                      The answerfile is only loaded in batchmode. (optional)
    --binary FILE     Specifiy the location of the apache binary. (optional)
 -b --batchmode       Do not ask any questions. (optional)
    --csv             Comma separated output. Separated by ";". (optional)
 -i --ignore STRING   Space separated list of test modules, that should be
                      ignored. (optional)
 -m --modules STRING  Space separated list of test modules, that should be run.
                      Opposite to default behaviour, only these modules will
                      be executed. This option has precedence over the
                      ignore option. (optional)
 -h --help            Show this text.

 Check Apache configuration file for compliance.
 Default behaviour is to run all tests in subfolder modules.

 Usage examples:
 benchmark.pl -c httpd.conf
 benchmark.pl -c httpd.conf -i L1_9
 benchmark.pl -c httpd.conf -m "L1_10 L1_11 L1_13"
 benchmark.pl -c httpd.conf -b -a /tmp/benchmark-answerfile

 Answerfile format: [Module Name]: <answer 1> <answer 2> ...
 Example:
 L1_1: yes
 L1_2: no
 L1_3: # no questions in this module
 ...
 L1_19: yes no # comment
 ...
 Empty lines and comment lines starting with a # are allowed.
 There is an example answerfile coming with the distribution of the script.
#=============================================================#


Ruft man die Capcore Tests von Hand auf, dann ist es wichtig, den Batch-Modus zu wählen und ein Answerfile mitzugeben. Tatsächlich gehört es beim vollen Umfang der Capcore Tests dazu, dem User auch Fragen zu stellen, die der Prozess für sich allein nicht beantworten kann (-> „Verfolgen Sie die Online-Kommunikation zu Schwachstellen in der Apache Software?“).

$> ./benchmark2.pl --module L1_209 --batch --answerfile postit-answerfile \
                   --config /opt/apache24/conf/httpd.conf_jobs.post.ch 

#=========[ CIS Apache Benchmark Scoring Tool 2.11 ]==========#
 Score an Apache configuration file with the CIS Apache Benchmark.
 Version: 2.11
 Copyright 2003-2008, CISecurity. All rights reserved.
#=============================================================#



 Level
 ---------------------------------------------

 [Section 1.209] Extended ModSecurity Config
 [PASSED]       SecRequestBodyAccess, SecResponseBodyAccess, SecResponseBodyMimeType, SecAuditEngine, … 
 [PASSED]       SecAuditLog, SecDebugLog, SecDebugLog, SecDataDir, SecUploadDir and SecTmpDir correct
 [PASSED]       SecResponseBodyLimit correct
 [FAILED]       One of SecRequestBodyLimit, SecRequestBodyNoFilesLimit, SecUploadFileLimit …
 [PASSED]       SecAuditLogParts correct
 [PASSED]       Post IT Rules included
 [PASSED]       Blocking Rules loaded
 [PASSED]       InboundAnomalyScore <= 20
 [PASSED]       InboundAnomalyScore <= 10
 [PASSED]       InboundAnomalyScore <= 5
 [PASSED]       OutboundAnomalyScore <= 10

 [Apache Benchmark Score]:  9.09  out of 10.00]


Kapitel 4: Capcore-Failures begründen und damit akzeptieren

Die via die Service-Übersicht / das Capcore  Cockpit zugänglichen Capcore Reports der einzelnen Services (https://bullnix.post.ch/capcore/reports/) werden anders als oben im Kapitel 3 auf dem Server selbst generiert. Vielmehr werden die Daten vom Apache Server an die Zentrale übermittelt. Dort, auf dem Bullnixserver selbst, werden die Reports generiert und dabei mit der Dokumentation abgeglichen.

Das bietet die Möglichkeit, eine Capcore-FAILURE zu begründen und daraus ein Capcore-ACCEPTED zu machen. Auch in der Capcore Matrix erscheint das einzelne Testresultat dann nicht mehr rot, sondern orange.

Das Ziel ist also nicht, jede Capcore-Failure wegzubringen. Das ist aufgrund von zum Teil besonderen Kundenbedürfnissen und begründbaren Ausnahmen auch nicht möglich. Das Ziel ist vielmehr, jede Failure auf Bullnix zu begründen und damit zu akzeptieren.

Das Skript, welches die individuellen Reports auf Bullnix generiert wird oben im Capcore Schritt 7 besprochen.

Um ein Capcore Finding zu begründen und damit zu akzepieren, reicht es in der auf der Bullnix-Seite des Services einen entsprechenden Eintrag in die Capcore Abweichungstabelle zu machen.

Beispiel:

Abweichungen von Hardening- / Capcore-Vorgaben 
[bookmark: edittable3]Formularbeginn
	Section
	Fehler
	Grund

	1.114.1 
	LimitRequestBody is greater than the recommended "1024000" or not set at all 
	Higher value needed for Service. Accepted. 

	1.209.7 
	InboundAnomalyScore > 20 
	Service needs more testing / tuning in order to lower Limit 

	1.209.8 
	InboundAnomalyScore > 10 
	Service needs more testing / tuning in order to lower Limit 

	1.209.9 
	InboundAnomalyScore > 5 
	Service needs more testing / tuning in order to lower Limit 

	1.210.8 
	CASValidateServer is not set correctly 
	Capcore Test does not know cert login paths 

	1.211.1 
	Logout procedure seems not to be configured correctly 
	Serverside logout technically not possible / implemented via Client Cert 


Formularende

Capcore bewertet die Qualität einer Begründung nicht. Sobald ein Grund angegeben wird und dieser nicht FIXME (resp. FIX_ME oder unknown) lautet, ist die Begründung aus Sicht von Capcore akzeptiert. Die Frage, ob eine Begründung wirklich stichhaltig ist muss manuell, zB in der Serviceabnahme geklärt werden.

Eine erste Kontrolle, ob ein Eintrag wirklich gefunden wird, kann über die Seite https://bullnix.post.ch/foswiki/bin/view/BasicServices/PSPPCapcoreIssues erreicht werden. Diese dynamische Seite zieht alle Capcore-Abweichungs-Tabellen zusammen und stellt sie gemeinsam dar.

Ob die Begründung korrekt gefunden und akzeptiert wurde, lässt sich überprüfen, indem das Report-Skript von Hand aufgerufen wird.

$> /opt/apache-tools/bin/extract-capcore.rb -h
Script to write a single service capcore result
But unlike the run-capcore.pl, this script takes
a full csv format score-file and extracts a single service.
The full format score-file is provided by run-capcore-hostlist.sh
running on the admin jump station

Usage: /opt/apache-tools/bin/extract-capcore.rb [options]

Options:
    -c, --csv FILE                   CSV file
    -H, --host STR                   Hostname (name of host we want to extract)
    -o, --output FILE                HTML output file
    -s, --service STR                Service url to extract (i.e. jobs.post.ch)
    -v, --verbose                    Be verbose
    -h, --help                       Displays Help

Notes:

Example call:
  ./extract-capcore.rb --service jobs.post.ch --host h058wv --csv /opt/apache-tools/var/cis-score --output /tmp/folinic.html -–verbose


$> ~>/opt/apache-tools/bin/extract-capcore.rb -v -s jobs.post.ch \
-c /opt/apache-tools/var/cis-score --host h058wv --output /tmp/tmp.html 
Starting parameter checking
Starting main program
Reading section lists
Extracting report
Getting score
Writing report to /tmp/tmp.html
  Determining serviceabnahme Bullnix for jobs.post.ch on h058wv
  jobs.post.ch: serviceabnahme file: /opt/apache-tools/var/serviceabnahmen/h058wv/data/project/apache-masterconf/serviceabnahmen/jobs.post.ch.sa
  Documentation URL determined: https://bullnix.post.ch/foswiki/bin/view/ITServices/ERecrPSPP
Report missing line with key L1_7_2. Ignoring.
Report missing line with key L1_7_3. Ignoring.
  L1_16_9: Attempting to look up documentation for failed capcore test
     L1_16_9: Found documented reason "unknown"
     L1_16_9: Not accepting reason "unknown" as documentation for capcore failure. Assuming capcore test failure undocumented
  L1_114_1: Attempting to look up documentation for failed capcore test
     L1_114_1: Found documented reason "Needed by the applicaition"
     L1_114_1: Accepting reason "Needed by the applicaition" as documentation for capcore test failure
  L1_204_1: Attempting to look up documentation for failed capcore test
     L1_204_1: Found documented reason "unknown"
     L1_204_1: Not accepting reason "unknown" as documentation for capcore failure. Assuming capcore test failure undocumented
  L1_209_4: Attempting to look up documentation for failed capcore test
     L1_209_4: Found documented reason "needed by application"
     L1_209_4: Accepting reason "needed by application" as documentation for capcore test failure
  L1_210_1: Attempting to look up documentation for failed capcore test
     L1_210_1: Found documented reason "Part of the page is public accessible"
     L1_210_1: Accepting reason "Part of the page is public accessible" as documentation for capcore test failure
  L1_211_1: Attempting to look up documentation for failed capcore test
     L1_211_1: Found documented reason "it only seems so, logout works flawlessly"
     L1_211_1: Accepting reason "it only seems so, logout works flawlessly" as documentation for capcore test failure
Done. Bailing out.

Die beiden rapportierten fehlenden Zeilen sind nicht weiter schlimm. Sie haben mit dem laufenden Capcore Update auf Apache 2.4 zu tun.

Die individuellen Capcore Reports der verschiedenen Services und auch die grosse Matrix werden jede Nacht frisch erzeugt. Eine Korrektur auf Bullnix ist also am nächsten Tag in den Reports sichtbar.
 
Kapitel 5: Service Access Profiles erzeugen

[bookmark: _GoBack]Die Service Access Profiles werden mit Hilfe von gnuplot erzeugt. Aus diesem Grund können sie nicht auf den Webservern selbst erzeugt werden, wo diese Software nicht vorhanden ist. Vielmehr werden sie mit Vorteil auf der Admin Jumpstation hnix1a/2a generiert.


hnix1a> 7daysaccesslogs.sh --age 0 jobs.post.ch | head -1000 | \
/opt/apache-tools/bin/service-access-profile.rb  \
--title "jobs.post.ch 2016.02.17" -o /tmp/sap-jobs.post.ch.png -v
Starting parameter checking
Starting main program
Importing files
Reading STDIN ...
Prepare data for graph creation
Creating graph
Display graph
Saving graph to /tmp/sap-jobs.post.ch.png.




Verweise
· https://bullnix.post.ch/foswiki/bin/view/BasicServices/ApacheCapcoreExplained
· https://bullnix.post.ch/capcore/reports/
· https://bullnix.post.ch/capcore/capcore-matrix.png
· https://bullnix.post.ch/foswiki/bin/view/BasicServices/PSPPCapcoreIssues
· https://bullnix.post.ch/service-access-profiles/
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